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Abstract—Maximizing return-on-investment through efficient
resource usage of Data Center (DC) infrastructures is of
paramount importance for Cloud service providers. Althougch a
number of networking architectures and routing/flow schedding
protocols have been developed to offer full bisection banddth
over such topologies, deployment costs and machine virtual
ization can impact the aggregate network load and result in
episodes of congestion, especially at the core. In this papeve
propose S-CORE, a scalable Virtual Machine (VM) migration
strategy to dynamically allocate VMs to servers so that theerall
communication footprint of the active traffic flows is minimized.
We first formulate the aggregate VM communication as an
optimization problem whose solution minimizes acommunication
cost function. This optimal yet centralized approach is of high
complexity and requires global information, constituting it not
scalable for inherently dynamic DC environments. We then
define a distributed migration policy based on local information
that adapts to dynamic traffic changes and achieves significa
communication cost reduction. We evaluate S-CORE over divee
aggregate load, DC topologies, and coordination policiegnd we
show that it can achieve up to 90% communication cost reduaotin,
while its locality properties can be exploited for other pumposes
such as energy footprint reduction.

I. INTRODUCTION

Resource virtualization is a powerful mechanism in that
respect, since it can be exploited to map available re-
sources to current or anticipated demand. Research into Vir
tual Machine (VM) placement, consolidation and migration
has mainly tried to efficiently allocate server-side resesr
such as CPU usage, memory usage or aggregated network
I/0 [12][13][14][15][16]. While server-side metrics areseful
for ensuring server resources are not over-subscribed and
can be used to reduce the number of servers required to be
powered on, they take no account of the resulting congestion
especially over the expensive core links of the network. l@&n t
contrary, recent evidence suggests that machine viratadiz
has itself a significant impact on Cloud environments, aaysi
dramatic performance and cost variations which mainlyteela
to networking rather than software bottlenecks [17][18].

In this paper, we define and evaluate a novel, dynamic VM
allocation scheme that minimizes the overall communicatio
cost of the DC topology while adhering to server-side reseur
capacity boundaries. By assigning distinct link weightshat
different layers of the DC infrastructure and taking into ac
count the amount of data traffic carried over these links,st co

Cloud computing is steadily emerging as a dominant prfunction of the overall communication cost is defined. Thus,

cessing paradigm where ICT resources are outsourcedctonmunication cost is related to the intensity of the dafitr
Cloud providers that offer infrastructure, platform or tsof over all link levels and the aforementioned link weights ethi
ware as a service. Significant research effort has recentlyaracterize various cost-incurring aspects such astmests
focused on the underlying Data Center (DC) infrastructummsts, energy consumption, use of congested/oversubdcrib
design [1][2][3][4][5], and into resource allocation meeh links, etc., depending on DC operator policy. The problem
nisms [6][7][8][9] that can maximize network and servergesa of minimizing this cost function can be solved in a central-
efficiency. Although DCs are built on top of commodity Interized manner to derive the optimal VM allocation (i.e., an
net switching/routing and transport protocols, it is cl#asat allocation that results in the minimum overall communioati
the over-provisioning paradigm of the Internet is not sasta cost). However, this optimal centralized approach is ohhig
able, since the significant capital outlay for companiesrget complexity and requires global information, and is therefo
up a Cloud site (including server, infrastructure, elettyi not scalable for the considered environments.

and networking costs) makes return-on-investment throughWe propose S-CORE under which we iteratively localize
maximization of resource usage efficiency crucial [10]. Dezairwise VM traffic to lower-layer links where bandwidth is
spite early DC topologies aiming to provide full bisectibnanot as over-subscribed as it is in the core, and intercororect
bandwidth between any server pair, in practice, networkdbarswitches are cheaper to upgrade [19]. S-CORE naturally
width available to servers is often over-subscribed duéhéo texploits network locality and reduces traffic over the high-
cost associated with deploying and expanding such topegogicost aggregate links. At the same time, it abstracts from the
While Cloud computing is still at its early stages and we atepology characteristics and can be readily extended tbyapp
yet to see a full-blown application matrix over DC topolagieto current and future DC network architectures. In contrast
(currently, http(s), DFS, authentication flows dominatlg existing work that uses complex centrally-controlled oyitia-
observed load already constitutes a significant fractiothef tion algorithms [15][20][21], S-CORE adopts a distributgat
topologies’ total capacity [1][11]. proach based on information available locally at the VM lgve



a property that makes our approach scalable and realigtical
implementable over large-scale DC infrastructures. Intamd

we have implemented four distinct VM migration policies and
evaluated their efficiency and relative cost.

Simulation results show that we can significantly reduce
traffic over the high-cost links at the core of the topology
that have been shown to experience congestion even when
lower communication layers are under-utilized [11][17urO
results show great promise in achieving overall commuitnat
cost reduction of as high as 90% of the optimal allocation
approximated by the centralized algorithm that assumesaglo [y ~ [ @R .. (@&
traffic knowledge, and is in practice prohibitively expesesio Senverd Senverg | Serverg Serverg
implement. Our approach differentiates considerably feom ) .
isting network-aware VM migration strategies that solelgus Fig. 1: The considered network architecture for data centers as
on balancing network load [9] or on clustering VM activit)}J roposed by Cisco [23]

on a subset of servers to reduce energy consumption [22].

. L . . . éwitches (AS). ASes connect to switches (S) and the latter
This work significantly contributes towards engineering Dconnect to switches attached at the top of each rack (ToR)
networks that are continuously self-optimizing to avoidhoo Wi P ’

underloaded and overloaded topologies, therefore a‘@‘d:&lertévacﬁle(rl:ﬁethe?trﬁﬁmlﬁg;;%ztaggnsg\':: db,isr(gdeérz? to

performance bottlenecks while at the same time alleviati vel finks W v
L links, etc.

the prohibitive cost of over-provisioning.

The remainder of this paper is structured as follows. Sactio E2ch rack is connected to the rest of the DC (and the
Il presents an overview of our migration scheme and ilgternet) through a ToR switch and physically hosts a number

associated definitions. Section Il describes the costyaizal of servers (the number varies among rack types).hl(étgjz
of VM allocation in a DC. Section IV introduces the details ofi€n0te thenumber of hopsetween servet and servery

our S-CORE scheme. Section V presents an evaluation usﬂ{ﬁng a shortest path. If a pair of servers is located at thesa

a simulation model. Section VI discusses related work, ah@CK: then there is no real network link between them. In this
Section VII concludes the paper. case, the ToR switch plays a forwarding role that is a bailt-i

capability of the rack infrastructure and therefaréi, ) = 0.
[l. SYSTEM DEFINITION If the servers are located in different racks, the, y) > 0.

In this section, we formalize the problem of communicatioh®" €x@mple, if servers andy communicate Over a switch
cost reduction and the concepts of allocation, commuminati(S): then this is a two hop communication, and:, §) = 2,
level, and link weights. Le¥ be the set of VMs in the DC &S it can peA observed from Fig. 1. If they communicate over
hosted by the set of all servefs such that every VM, € V@ AS,h(z,9) = 4, etc.
and every servef € S. Each VM in the DC is unique and  Let #(u, v) denote thecommunication levebetween VM
it is assigned a unique identifi@p, . Furthermore, each VM v and VM v for a given allocation.A. Obviously, if the
is hosted by a particular server and Jétdenote arallocation Servers hosting VMsu and v are in the same rack, then
of VMs to servers within the DC. Le#(u) be the server ¢A(u,v) = 0. If communication is established ovérlevel
that hosts VMu for allocation A. Obviously,u € V and links, then (4(u,v) = 1. In general, for the particular
54(u) € S. Let V,, denote the set of VMs that exchange dataetwork topology of Fig. 1/4(u,v) = 2 b07() 1) et
with VM . ¢4(u) denote thehighest communication levébr VM v for

Communication among VMs in a DC is dictated by thallocation.4, or £4(u) = maxy,ev, £4(u, v).
network topology and the switching/routing algorithms em- Not all DC links are equal, and their cost depends on
ployed. Typically, architectures offering redundant gabie- the particular layer they interconnect. For example, high-
tween servers are deployed to ensure high bisection battdwisipeed router interfaces are much more expensive than lower-
and high availability. Without loss of generality, we catesia level ToR switches. Therefore, in order to accommodate a
layered reference network architecture [10] proposed Bgc&i large number of VMs in the DC and at the same time keep
[23], as shown in Fig. 1. However, we refrain from includingnvestment costs low from a provider’s perspective, tiian
topological assumptions in our formulations, and themfoof the “lower cost” switch links is preferable to utilizatio
minor adaptations to our algorithms would make them apf the “more expensive” router links. The latter observai®
plicable to potentially any DC topology. The effectivene$s formulated in this work by assigning a representative “wgig
our proposed approach to other DC topologies is demondtrate every link level. In particular, let; denote thdink weight
later using simulation results. As depicted in Fig. 1, the D€@r an i-level link per data unit (e.g., byte) representing the
connects to the Internet through a set of core routers (Ci3. Tpreviously mentioned cost. Obviously; < co < c3 < ¢4
is the highest level of communication. One level below, asce(the higher the level, the more expensive the interface}. De
routers (AR) interconnect CRs and the underlying aggregdaéemining link weights, and thus the communication cost, is

CR: Core Router

AR: Access Router

AS: Aggregate Switch
S: Switch

ToR: Top of Rack Switch




based on DC operator policy and management priorities. Farsts. The objective here is to derive a particular allocati
example, if reduction of investment costs is the prioribgrt  for which the overall communication cost is minimized (i.e.
link weights may be chosen to represent the market pricesagitimal). Let .4,,; denote anoptimal allocation such that
the interfaces. If energy consumption, congestion, edctheé C-“ert < C4, for any possibleA (note that there might
crucial factor, then link weights can be chosen accordinglybe more than one allocation that minimizes the overall com-
munication cost). To the best of our knowledge this is the
Ill. COMMUNICATION COSTANALYSIS first time that such formulation is proposed for minimizing
The intensity of traffic exchange among each pair of VMsommunication costs in a DC environment.
indicates the utilization of the intermediate links. Evlough The objective is to derive the optimal allocation for a given
traditionally high utilization was the ultimate purposéet DC environment and most importantly, to be able to adapt to
objective here is to utilize (if possible) links of small kin any dynamic changes in this environment. In special cales, t
weights. Let\(u,v) denote thetraffic load (or rate) in data optimal allocation can be easily derived. Assume, for eXamp
per time unit exchanged between ViMand VM v (incoming the case where all active VMs can be accommodated at a
and outgoing). Note that the traffic load is expected to vasjngle rack. In this case, it is straightforward to minimize
in such highly dynamic environments. Therefokéy, v) will  the overall communication cost: all VMs should be hosted
denote the average rate of data exchanged among:Wafglv  under the same rack. This observation is confirmed by Eq. (2),
over a certain time window, suitable to capture the dynamignowever, this is a reduced case since DCs are built to support
of the environment. a large number of VMs that are initially allocated in either
The focus of this work is on communication levelss random or a load-balanced manner. Therefore, the normal
(A(u,v) > 0. If 4(u,v) = 0, then both VMsu andv are case is that VMs are allocated in a significant fraction of — if
located at the same rack, and such pairwise traffic exchangs all — available racks.
does not result in any network load that is the focus of Inthe general case, the optimal allocation derivation if-a d
this study. For communication levét!(u,v) = 1, data are ficult optimization problem because of (i) its high comptgxi
exchanged over two links (i.eh(6%(u),5(v)) = 2); the (given the number of permutations that must be considered in
corresponding link weight for using each link beiag. For an exhaustive search approach) and (ii) the global knowledg
each of the links, the produck(u,v)c; corresponds to a required in a highly dynamic environment like a DC. Every
(weighted) communication cost for utilizing the partiqula time the traffic dynamics change, there is a need to gather
level link. If the communication is through level 2 of thethat information and recompute the optimal values. Ob\igus
hierarchy (i.e.£*(u,v) = 2), data exchanges take place ovesuch a centralized approach does not scale with the number
four links, two being2-level (weight c;) and two 1-level of VMs and the size of current DC topologies.
(weight cy) links. Eventually, the communication cost in this These observations motivate the proposal of a distributed
case corresponds t\(u,v)(c1 + c2). In general, when the approach under which a VM will decide whether to migrate
communication among two VMs anduv is of level 4 (u,v), based on information available locally, thus being scalabl
the communication cost corresponds2te(u, v) Zf;‘iuyv) c;. Sucha di§tributed approach, galled S-CORE, is proposed and
Given that any VMu communicates with all VMs in sét,,, analyzed in the following section.

there is acommunication costdenoted byC4(u), attributed IV. DESCRIPTION ANDANALYSIS OF S-CORE

to VM u, for allocationA, . . . . .
Y A The main focus in this section is on whether a VM

A (uw) should migrate to some other server or not in order to achieve
CA(u) =2 Z Au, v) Z Ci- (1) an overall communication cost reduction. The approach and
YvEV, i=1 the analysis presented in the sequel assumes that there is a

It is now possible to derive an expression with respect to tigkenin the network and that the VM holding the token at a
overall communication codor all VM communications over 9iven time is the one that decides whether to migrate or not.
the DC. LetC* denote this cost for allocatiod. Obviously, 1hen. the token is passed on to another VM according to the
CA(u) as CA = %ZVuEV CA(u) (% is inserted since each adopted_oken policy Different token policies are presented in

the Section V.
Let migration of a VM u from its current location (server
¢ (u) 64(u)) to some other servei be denoted byu — i
CA=>" > AMuw) Y e (2) for allocation A. If migration takes place, then allocation
VueV VoeV, i=1 A changes; let4,_,; denote the new allocation. Assum-

Note that Eq. (2) does not take into account traffic el0d that migrationu — i did take place, there is a new
changed with applications outside the DC. For this case afgmmunication cosC*«~(u) corresponding to allocation
shortest path is along CR, AR, AS, S, and ToR for amflu—s. Let ACL;(u) = C4(u) — C+=¢(u) denote the
allocation A. communication cost differendbat is attributed to migration

From Eq. (2) it becomes obvious that in general, differeft — & The aim next is to determine the condition under
allocations.A correspond to different overall communicatiotvhich AC;L,; (u) > 0 is satisfied.

link is counted twice). Eventually,



Lemma 1:Given migrationu — Z, there is a communica- communication level or communication costs for these VMs,

tion cost difference, and thereforeC4(z) = CAw=a(z2), Yo € V\ V,, U {u}.
ConsequentlyAC? . . can be expressed liyA — CAv—s =
A _ A _ Auss u— ]
AC,;(u) = VX@; CA(z) = CHeme (2). ©) ! Yoecr, GA(z) + %CA(U)A IS c:@(z) _
z€EVy 50 u%w(u) =3 (ZVZEVu C (Z) — ZVZEVu C uaz(z))

Proof: Migrationu — # affects the communication of all 3 (C(u) — C4«~2(u)). It is derived that AC7,,
VMs z € V,, in addition to that of VMu. The rest of the 3 (> y.cy, CA(z) — CA=(2)) + 5 (CA(u) — CAv4 (u)
VMs (i.e., V\V, U{u}) are not affected and therefore, ther®@ased on Eq. (’3/»), and (4);XCAA — CAu—i
is no change in their corresponding communication costs. FZ)ZVzeVu Az, u) Zl (z) o _ Zf u=® (z,u) ci), and

I~ +

=1 g =1

anyz € V,, the differenceC!(z) — C»~+ () corresponds to the lemma is proved. -

the contribution of this particular VM to the communication  Migration of a VM from one server may be a complicated
cost differenceAC;, ; (u). The lemma is proved by summingtask depending on the DC type. Even if it takes place in-

up C4(z) — Cf_l“%(z)_: Vz €V, _ B stantaneously, it requires copying of the VM environment,

~ Lemma 2:Given migrationu — &, there is a communica- configuration activities (e.g., IP addresses, routing el

tion cost difference, etc., that correspond to a management overhead for the DC
A (2 00) Aus (z,0) operator. Obviously, for a certain VM migration to take @ac

A _ o _ the described overhead (referred to hereaftaniggation cost
ACuss(w) =2 Z Az, ) Z o Z | and denoted by,,) should be compensated by the gain of the
(4) overall communication cost reduction. Therefore, conditi

Proof: As stated above, migraton — 4 affects AC# .. > ¢, should be satisfied. The following theorem
the communication of all VMs: € V,. Given allocation Provides the fundamental condition that needs to be satisfie

A (before migration), then according to Eq. (1), for an{Pr ";‘1 migratio.nuh—m% to take place. .
2 eV, C’A(Z) _ 2ZVUEV Az, ) ngm) c;, which can Theorem 1:When mlgratlon_ u — Tz takes
; " 2 A (20) place, the overall communication cost compensates
be written i‘SO (2) = 22 vpevafup M2 0) 2 i+ for  the migratiop COSt cm,, if and only if,
20z u) N e C Sen M) (S e - ST 6 > e
Suppose that migration — & does take place. Considering  Proof: First, in order to allow migrationu — %,
the new allocation4,_,z, the corresponding communication0A ~ (CAw—# should be satisfied oA — CAwv—s >

cost for any VMz € V,, can be written as folloxvs (similarly asq, or ACJ‘% > 0. The second requirement is that the
before) C4v=(2) = 23 ey fuy Mz 0) Tisy " ci+  gain of the overall communication cost should compensate
2A(2, ) Zef‘w:a(z,u)c_ for the migration cost; therefore\C:',. > ¢, should
) i=1 [ . g . . . g .
At the same time, migration: — # does not affect be satisfied. According to Eqg. (5), the latter is satisfied if

oA zZ,u L u—2 (zu .
VMs z € V. \ {u}. ConsequentlyfA(z,v) = (Aui(z,v), Jovzev, A2 1) (Zi:§ Ve i )Ci) > Cm, IS

VzeV, =1 =1

Vz € V. \ {u}. Eventually, CA(z) — CA«#(z) = also satisfied and the theorem is proved. |
2\(z, u) Zfsz) ci—zf:;‘%(z’“) ci), forany z € V,. Based on the condition of Theorem 1, the following

migration policy for virtual machines is proposed.

Based on Lemma 1, by summing up Eq. ) € V., the The S-CORE Migration Policy A VM u« migrates

lemma is proved. [ | A . .
: . . . from server 6°(u) to another serverz, provided that
The following lemma derives an expression with respect A (20) tAusa (z,u) )
to the overall communication cost differenc@4 — C4u—s,  2vsev, Az ) (Zizl ¢i = i Ci) > Cm, 1S
denoted byACA | .. satisfied. _ _ _ _
Lemma 3:Given a movement, — &, the overall commu-  Apart from the token policy that will be discussed in
nication cost difference is given by, the following section, there are some important features of
VM migration that need to be highlighted. In particular, the
y e (zu) tAud (zu) condition of Theorem 1 relies on information that is avditab
ACA ;=2 > Mzu) | Y ci— > c|. locally at a given VMu. First, communication level4(z, u)
VzEV, i=1 i=1 for z € V,, requires knowledge of the location aefand any

_ o ®) vM : e V. exchanging data with it. This is achieved by
Proof: Given that the overall communication cost* assigning servers IP addresses from a subnet associated wit

can be expressed a‘iA = 3 2ovaev CA(2), Ait can  each rack. A VMu can then probe the network to identify the

?'SO be written a15'C = ngZeV\Vuu{u_} c _(2) *+  number of hops between it and any other VM (i.e., by using
3 Y veev, CA(2) + 3C4(u). Similarly, when migrations —  t r acer out e). This is possible because many aggregate
@ takes place,CA*>s = 137 iy iy C%(2) +  switches are actually layer 3 switches that respond to ICMP
3 > vsey, Ci(2) + 1A=z (u). packets (as do the aggregate and core routers), and thadosti

Since migrationu — & does not affect the communicationserver is the first hop from a VM, providing enough topologi-
of VMs v € V\ V, U {u}, there is no change in thecal information for a VM to accurately identify communicaii



levels between itself and any other VM. Link weighisand Yo vo &1 v @ (V] -1)
migration cost,,, are static and can be easily available locally
to each VM. However, traffic load\(u,v) is not generally | | | | | | | |
available, since traffic dynamics are expected to changeen t
considered environment. By considering traffic loads over aFig. 2: Graphical representation of the token message structure.
time period, the amount of data exchanged between ¥M
and VM v can be made available. Assuming that each VM is
capable of monitoring its own incoming and outgoing traffigdistributed leader election algorithm [24] wherein a mioim
then an estimation of the particular value ®fu,v) can be weight spanning tree with a single leader is constructedgusi
derived at VMu. Note that this approach, even though subjeonly the local knowledge initially available at nodes.
to the accuracy of periodical estimations, can adapt to theThe basic round-robin policy may not be efficient in all
dynamic changes of the DC traffic depending on the size of thases, such as when it is passed to a VM that will not migrate,
temporal window. For the rest of this work, it will be assumewdasting an iteration. Aylobal token policycould eliminate this
that VMs are capable of monitoring traffic and derive acauratnefficiency through a centralized process that builds ase d
traffic load estimations. tributes the token based on the largest potential commitioica
From the previous discussion, it becomes obvious that &st reduction. Such a policy requires a token holding dmdy t
CORE relies on information that is or can become availabtedered VM IDs as the communication levels are centrally
at each VM. According to the migration criterion, a VMdetermined. However, maintaining global information is a
may or may not migrate to some other server. If it migrateepstly requirement since (i) DCs are typically large-sgated
Theorem 1 ensures that the overall communication cost w(ll) dynamic changes make information previously gathered
be reduced. This local decision that requires local infdimma over short timescales obsolete. Obviouslyistributed token
and eventually reduces a global cost metric (i.e., the diverpolicy is needed, based on locally available information.
communication cost), is a scalable alternative to the medo In our distributed token policy the token passes in a round-
centralized approach presented in the previous section.  robin manner exclusively among VMs for whom network
In order to realize the proposed S-CORE, each VM shout®mmunication passes through the highest-layer links én th
be able to support some simple but necessary operations. Tikewvork. Links are most costly at this level and it is therefo
first one is to support the traffic monitoring mechanism and lveasonable to assume that migration is likely to take place,
able to estimate temporal traffic load. The second is reltedgreatly reducing the overall communication cost. The highe
the VMs’ ability to migrate, i.e., to move from one server t@ommunication level is initialized at zero for all VMs. When
another within the DC, undergo configuration activities;. etthe token is held by VM. thenl,, can be updated since VM
Finally, a mechanism for receiving and sending the token tois aware of its own highest communication level. VM
the next VM according to the token policy is also required: is also aware of the communication level of those VMs it
The particulars of four distinct token policies employe@& arcommunicates with (i.ey € V,,). Therefore, it can update the
presented in the following section. corresponding entries, < ¢“(u,v) accordingly. This update
takes place only if the existing estimatiap is smaller than
the new valueg- (u,v). The token is passed to the next VM at
A. Token Policies this communication level, otherwise the token is passed to a
A first approach for a simple distributed token policy i&/M at the next lowest level. If no VM suitable for migration
to employ a basic round-robin mechanism. Thoend-robin is found, the policy restarts from the VM belonging to the
token policypasses the token among VMs based on their IDéghest communication level with the lowest ID. The details
in an ascending order. In particular, starting from the VMhwi of the distributed token policy proposed here are preseinted
lowest ID, denoted as,, the token then passes to VMsuch Algorithm 1.
that1D,, < ID, < ID,, foranyz € V\{vg, u}. Letu < v&®1 A key feature of the distributed token policy is the com-
denote that VMu is the one that follows VM, or that there munication level for VMs. A VM knows only the com-
is no other VMz such thattdD,, > ID, > ID,. munication levels between itself and connected VMs. The
From an implementation viewpoint, a token is a messagpproach followed here is based on astimation of the
formed as an array of entries, as depicted in Fig. 2, with eablghest communication levelenoted byl,, the 8-bit value
entry carrying a 32-bit VM ID value, capable of representingarried within the token message entries (see Fig. 2). The
over 4 billion IDs before recycling, and an 8-bit communicasommunication level is determined usirtg acer out e to
tion level. Entries are stored in ascending order by VM IDeThmap the hops between two VMs, as described in Section IV.
size of the message is of the order of the number of VMs (i.e.,We also present $oad-aware token policyariant of our
[V]) in the network. VM ID allocation is normally handleddistributed token policy, which considers the aggregate ne
by a DC VM instance placement manager, which is part @fork load (incoming and outgoing) for each VM. VMs at the
the underlying DC network fabric. Failure recovery when theame communication level, but with higher aggregate load,
token is lost (due to a process or communication failureg@ceive the token first, requiring only a small number of &xtr
can be addressed by the classic Gallager, Humblet and Sgioanparisons for the token passing decision than the disétb

@
N
|

V. EVALUATION



Algorithm 1 Distributed Token Policy host does not exceed the network capacity of the physical

1 cl+ 1, > c1 maintains the current value af, host. Therefore, a VM migrates only when Theorem 1 is

2: found <+ FALSE > Flag regarding next VM satisfied and the target host has sufficient system resources
and bandwidth to accommodate it.

3: for Vv € V,, do > Update VMs connected to The four token policies discussed in Section V-A have been

4 if 1, < ¢4(u,v) then implemented and evaluated on our topology under varying

5: 1, < (A (u,v) aggregate DC load. We have defined the load level as the ratio

of aggregate throughput of all VMs to the overall topology
capacity, considering light (30%), medium (50%) and heavy

6: z+ uPl > Pick the next VM aftern : )
7: while c¢1 > 0 && !found do (70%) topology load. We also simulated a scenario Wherg the
8 while 1, # c1 do number of VMs per host and number of outgoing connections
9 ze 201 > Pick the following VM Per .VM are random!y generated, resulting in an aggrggate
10 if 1. « c1 then traffic Ioa_d of approximately 40%, haIMay bgtween th(=T light
11 Ffound — TRUE > Next node is found and medium Iqads. We assume the link weight costwill
12 else > Next node is not found at this level9OW €xponentially for each layer, so we sgt= ¢°, c2 = ¢,
13 e elo1 © Go 1o a lower level 3 = e?’_ and cy = e®. Migration coste, is set to zero
14 e v > and start from the beginning for the_tlme being to allow for a fair comparison among the

' centralized approach and S-CORE. However, as a DC operator

) may wish to associate a cost with migration, e.g., for each VM

15: if !found then > No unchecked VMs are left qyeq outwith an upper limit within a given time period, so
16:  Pick VM z: minp, {Vo € V: 1, = maxveev(1o)} s to limit negative effects of migration, results for vaso
17: Sendtoken to VM z values ofc,, are presented later.

C. Computation of Centralized Optimal Values
token policy. In order to benchmark the performance of S-CORE, having

Simulation results in Section V-D reveal the performanc@ optimal value based on global knowledge of the traffic
and communication cost reduction of each of the four alggynamics is important. However, an exhaustive search acros

rithms discussed. all permutations to find the optimal distribution of VMs that
. minimizes the overall communication cost for the topology
B. Experimental Setup is computationally prohibitive. For example, assuming eom

We have simulated the communication cost reduction VRIUnication happening within a rack has a cost of zero, with
migration algorithms on the DC topology depicted in Fig. 16x20=320 VMs per rack it will need to explore at least
using thens-3 network simulator [25]. (52:269) combinations. We have therefore employed a more

In our simulation environment, a single VM is modeled aiactable heuristic search alternative, using a genegioréhm
a socket application which communicates with one or mof@A). Our GA has been implemented as part of the ns-
others in the network. Similar to actual virtualizationclka 3 library to compute approximate values for the simulation
server has a VM hypervisor network application to managéenarios. Observing that VMs densely packed into racks
a collective number of VMs, supporting in-migration (wherninimizes the communication cost by exploiting localityg w
one or more VMs move into a server) as well as out-migrati@sume that the optimal distribution(s) exists as a densely
(when one or more VMs move out of a server). The simulatécked VM distribution. The GA starts with a population
topology is comprised of 2560 hosts (128 ToR switches, Z@nsisting of1,000 individuals representing densely-packed
hosts per rack). The topology can fully capture hierardhic¥M distributions, each of which may or may not be an
link oversubscription at aggregate and core links. Hence,
results yielded from this topology should scale to curre@t D
network topologies, consisting of tens of thousands ofexsiv
without loss of generality.

Each host can accommodate at most 16 VMs, to model
a typical commodity DC server’'s capability. Assuming each
server is equipped with 16GB RAM and 8 cores, 16 VMs can
safely operate concurrently with 2 VMs per core and each
VM occupying 1GB of RAM. Our simulated DC topology
can accommodate up B 560x16 = 40,960 VMs.

During the simulation, each VM has 10 random outgoing
connections, giving on average 20 bidirectional connestio 0, 3 > 1 0
per VM. We have considered practical bandwidth limitations Communication Level

such that the aggregate bandwidth required by all VMs infg. 3: Reduction of high level communication links in optimal
centralized approach.

Ratio of Links
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Fig. 4: Convergence time and communication cost reduction withegtsto approximate values for different token policies whggregate
DC utilization is (a) 30% (light) (b) 50% (medium) (c) 70% ghi) (d) approx. 42% when number of VMs per host is randomlyegeted
(e) ratio of migrated VMs with respect to all VMs in the netkafter each iteration during migration and (f) CDF of no. Viger host at
different timestamps during migration for randomized scenusing the distributed token policy.

optimal solution (of VM assignments) to the problem. Thall scenarios, using only local performance informaticawiity
crossover operator has been implemented using edge agseratwilable at each VM. In all four scenarios, we found that the
crossover (EAX) and the replacement of individuals is basetbbal token policy constantly exhibits best performance i
on tournament selection. Mutation happens by swappingteams of convergence speed and proximity to the optimal cost
random number of VMs between racks. The GA stops whéfowever, it requires global knowledge of the traffic dynasnic
there is no significant improvement in communication cosind can therefore be prohibitively expensive to implemant i
reduction & 1%) in 10 consecutive generations. Executiopractice, even under a distributed migration algorithre TEss
time over our medium loading simulation setup is almost l&pensive distributed and load-aware token passing pslici
hours using a system with 8GB RAM and a 2.66GHz quagroduce highly comparable performance to the global one. Th
core CPU. basic round-robin policy exhibits the longest convergdime
, and largest difference from the approximate of the optimal

D. Experimental Results amongst all four token passing policies. All token policies

We show in Fig. 3 the reduction of high level communiconverge and stabilize when the VM distribution considirab
cation links for the centralized approach derived by the GAeduces the overall communication cost. As it can be seen
This approach significantly reduces the use of the expensiftem Fig. 4a, the communication cost reduction achieved by
highest-level communication links from 50% to 2% of overals-CORE is as high as 90% of the approximation. Even when
links. It must be noted that while the number of level 4 linkghe aggregate load increases to 40% or 50% of the overall
is reduced, the number of level 3 (and lower) links increasaspology capacity, the communication cost reduction remai
This is due to the number of randomly-instantiated conoesti as high as 80% and 76%, as shown in Fig. 4b and Fig. 4d,
per VM which creates a large mesh-like network, limitingespectively.
further possible reduction after most communication ogeel
4 links has already been shifted to level 3 links and loweedin - Fig. 4c demonstrates that while centralized and roundarobi

Performance results of S-CORE are shown in Fig. 4. Figsolicies remain the best and worst approaches, respegtivel
4a — 4d reveal the convergence time and the ratio of comnauiheavily-loaded topology they deviate from the approxiomat
nication cost reduction (with respect to optimal cost) aebd by 18% and 26%, respectively. Interestingly, while the load
under light, medium, heavy and randomized network loadiragvare token policy converges faster in the first 40 secorais th
with the four different token policies. The simulation réésu the distributed policy, it stabilizes with 3% less of a retinic
demonstrate that S-CORE can greatly reduce the communicast. Moreover, it is shown in Fig. 4e that, when using S-
tion cost by as much as 90% of the optimal approximation @ORE, the ratio of migrated VMs plummets after the second
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Fig. 5: (a) Random VM distribution with dynamic traffic flow (b) Ratad communication cost reduction with the distributed tokmiicy
(c) Ratio of migrated VMs under various threshold settingth whe distributed token policy and (d) Randomized scenariFat Tree (k=16)
topology.

sequential token-passing iteration. This demonstratas $h network operators.

CORE quickly converges to a stable VM distribution within We have also implemented and simulated S-CORE for a
two token-passing iterations. fat tree topology (k=16, 1024 servers) under the randomized
S-CORE aims to cut communication costs by migratingcenario. The fat tree topology differs from our topology,

VMs to reduce the number of traffic flows routed throughlustrated in Fig. 1, as it is a multi-rooted tree with a hegh
upper tiers in the network. Fig. 4f visualizes the changgommunication level of 2. Clearly, Fig. 5d illustrates that
of VM distribution over time for the randomized scenarighe fat tree topology exhibits significant communicatiorstco
when using the distributed token policy. Initially, VMs arereduction. Despite a lower saving in communication costrwhe
randomly generated and distributed over all hosts. As tintempared to the legacy tree topology in Fig. 4d, it is esaénti
passes, the CDF curve of the VM distribution rotates closkwito note that our low-cost S-CORE algorithm can be success-
and becomes flatter. This implies that a significant fractibn fully applied to other DC topologies. We therefore believe
VMs are being clustered together in certain racks. Eveljtualthat S-CORE can be effectively utilised in any DC network
only 56% of servers are hosting VMs, leaving 44% idle. Atopology where there is a cost associated with communitatio
obvious advantage of the locality property of S-CORE is thater particular links.
these idle servers can be powered down to reduce the energy
consumption of the DC, addressing the aims of studies on VI. RELATED WORK
partial shutdown of servers or network elements [13][2&][2 Existing work has covered the areas of VM placement,
In the above scenarios, we have assumed that pairwise Wigration and consolidation. VM placement tackles the prob
traffic flows remain intact throughout the simulation. Hoeev lem of where to locate VM images in a DC when they are
in practice, traffic flows over a DC topology are much mormitially instantiated. Studies have addressed VM plagame
bursty and dynamic. To have an insightful performance ify solving sets of resource constraints [21], minimising th
dicator of how S-CORE copes with dynamic traffic, we haveverall DC network cost matrix [8] and limiting thermal
implemented a dynamic scenario by increasing and decigasitissipation in the DC [27]. VM live migration [7] is typicall
traffic flows to some VMs in the fully randomized setupmployed to ensure VM performance, or some other system-
while the migration algorithm operates. The results in Big. side metric such as power usage, is not negatively impacted
demonstrate that S-CORE can still adapt and converge quickls conditions in the DC change over time, such as servers
even with dynamic traffic flows. becoming overloaded [12]. Consolidation is the activity of
S-CORE is designed to work for various migration costeducing the number of servers on which VMs are hosted,
cm because some migrations should not be allowed if tloften to achieve power savings [13][20], and is typically
migration cost outweighs the gain. Clearly, the resultsasho achieved via VM migration.
in Fig. 5b and Fig. 5c illustrate that, as the weighting of Further works addressing the problem of DC power re-
cm Increases, fewer VMs are migrated. This was evaluatddction consider historical usage data during the consoli-
using the distributed token policy but it generalises to aflation processs [14] and make more effective use of the
token policies in S-CORE. Interestingly, we also found thyat resources of consolidated servers that must remain powered
increasing:,,, from zero tolx 105, the ratio of migrated VMs on [15]. Service-level agreement (SLA) violation avoidens
with respect to all VMs in the network has greatly droppedlso widely studied through the use of targeted VM migra-
from 98% to 67% whereas the ratio of communication cofibn [28][29], although the impact of migration itself on 8&
reduction just slightly deteriorates by 2%, from 78% to 76%nust be considered [13] or modeled [30]. Consolidation &hil
However, the communication cost reduction plunges sharpheeting SLAs can be achieved by forecasting based on usage
if we further increaser,, beyond1x10°. This phenomenon traces [14][16].
demonstrates that only a small fraction of VM migrations The migration techniques discussed above all make use
attribute significantly to a major reduction in communioati of system-side performance metrics for migration deciion
cost, and having the flexibility to set,, is important for Network-based migration studies address how to reduce the
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APPENDIX for 1 <4 < m and such that ifE’ C FE is the set of edges

We show that the Optimal VM Allocation VM A) prob- that have their two endpoints in two different séts then
lem at hand does not have a polynomial time solut@w.// A Z )< J ?
is not a decision problem but rather a typical optimization = -
one, where the optimization goal is to compute whether there ) ) _
is a quantity.4 so that Eq. 2 is less than or equal to a In our reduction we shall use the version@P with vertex

target value/. We simplify the problem by considering onlyWeight 2 which is still NP-Complete fox’ > 3 (can be solved

one communication link with cost;. In the sequel, we will " Polynomial time when' = 2 by matching [31]). Consider

show thatOV M A € NP and then we reduce a known Np-ne following straightforward reduction:

Complete problem t@V M A in polynomial time [31] (or in  » the set of VMsV is V, i.e,V =V = {vy,v3,...,vn},

logarithmic space [32]). « the traffic load\(u,v) between VMsu andv is defined
In order to show that an optimization problem is NP, as follows:A(v;, v;) = I(e), if in the undirected grapl

the traditional way is to show that the following property is  there exists an edge betweenu andv and is taken to

satisfied: for each “yes” instance there exists a “proof” or beO0 if there is no edge betweenandwv in G,

“certificate” of polynomial size, whereas “no” instancevda ¢ K € Z* is the rack capacity, i.e., how many virtual

no polynomial “certificates”OV M A has this property since machines a rack may accommodate,

the certificate is an allocatiod which is polynomial in the o the fact that the vertex weights are taken to be 1 satisfies

size of the input and it exists if and only if this allocation ~ the assumption that all VMs are equivalent in weight,

achieves the goal. « the goalJ € Z* for OVM A is precisely the goal/ of
The next step is to reduce a known NP-complete problem the GP, and

to OVMA. Note that a problemX is at least as hard as « the original question whether there is a partitioriointo

problemY’, if Y reduces taX, [31], [32]. We will consider the disjoint setsVi, Vs, ..., V,,, now becomes the question
Graph Partitioning @ P) problem [31] which will be reduced whether there is an allocation of virtual machines to racks
to OV M A. For completeness; P is stated below: 71,725+ T'm-

INSTANCE: GraphG = (V, E), weightsw(v) € Z™* for The above reduction is trivial and can be carried in poly-
eachv € V andli(e) € Z* for eache € E, positive integers nomial time. Therefore(ZP with vertex weight 1 reduces
K andJ. polynomially to OV M A, which completes the proof that

QUESTION: Is there a partition of/ into disjoint sets OV M A is NP-Complete.

Vi,Va,...,V,, such that



